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server. The system provides motherboard (42) access to the servers that is characteristics of KVM switches but provides essentially 
unlimited scalability not known in traditional KVM switches. 
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NETWORK BASED KVM SWITCHING SYSTEM 



1. Field of the Invention 

The invention relates to network switching systems and more particularly to network 
switching of computer peripheral data. 

5 

BACKGROUND AND SUMMARY OF THE INVENTION 

In years past, as corporate networks began to expand, there became a growing need for 
so-called KVM switches to allow a single network operator to access and control multiple 
different computers with a single keyboard, video, and mouse workstation. At first, KVM 

10 switches provided the maintenance operator with the ability to access between two and eight 

different computers using a single keyboard, video and mouse. But, corporate networks grew in 
size, such that the size and complexity of KVM switches increased. Eventually, computer 
network operators demanded KVM access between a workstation and thousands, and even tens 
of thousands, of different computers. The initial response was to scale KVM switches such that a 

15 KVM switch that provided one workstation with access to 8 servers could instead be scaled to 8 
additional KVM switches, thus providing access to 8 x 8 = 64 computers. In this way, larger 
numbers of computers could be accessed via a single keyboard, video and mouse workstation. 

Scaling remains a viable alternative in many computer environments today. However, as 
the introduction of extremely vast numbers of computers, such as in server farms and the like, 
20 become commonplace, the need for a network operator to access many tens of thousands, or 

conceivably even many more computers becomes acute. Of course, KVM switches can be scaled 
in increasing numbers in order to accommodate the growing numbers of computers that must be 
attached to a few workstations, but the increased number of scaled KVM switches becomes a 
space consideration in large server farm areas. 

25 Examples of the traditional KVM switches are shown in Figures 1 and 2. In Figure 1, a 

traditional corporate network 10, such as a LAN, WAN, Internet, etc., provides a communication 
path for a number of servers 1 1-13. The operation of the servers and the communication 
protocols used by the network on the corporate network 10 are well known to the artisan. For 
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purposes of brevity, they will not be repeated here. The artisan will recognize, however, that 
many different protocols can be employed for the servers 1 1-13 to communicate on the network 
10 and that many protocols will be developed in the future to increase the efficiency of data 
travel on the network by the servers 11-13. The present invention is not limited to any particular 
one. 

In the KVM switch environment, as shown in Figure 2, a number of workstations 17-19 
communicate through a KVM switch 16 to servers A and B of the server set 14. The servers 14 
communicate with each other and with other servers, appliances, etc., over the corporate network 
10. Figure 2 illustrates the scalability of the KVM switches in that the KVM switch 1 6 includes 
one output port connected to a second KVM switch 15. The second KVM switch 15 then 
connects to four additional servers C-F of the servers 14. Thus, if the KVM switch 16 provided 
only four output port capability, the additional KVM switch 15 allows the users 17-19 to 
communicate with more than four servers (in this case of Figure 2, six servers 14). 

The KVM switches 15 and 16 are known devices and are commercially available. 
Examples of these KVM switches are commercially marketed by Cybex of Huntsville, Alabama 
as the Autoview family of products and the XP family of products. The KVM switches 15 and 
16 provide a number of functions in the embodiment of Figure 2. First, when the servers 14 boot 
up, the KVM switches emulate keyboard, video and mouse initiation commands such that each 
of the computers 14 believes that it is actually connected to a single keyboard, video, and mouse 
workstation. The KVM switches are programmed to emulate keyboard, video and mouse 
limitation commands in accordance with one of any number of different KVM standards, such as 
Sun, PS 2, etc. for keyboard/mouse and VGA, SVGA, etc. for video. In addition, the KVM 
switches 15 and 16 poll the workstation system requirements (such as the type of mouse, type of 
monitor, and type of keyboard) and provide data conversions that are necessary for otherwise 
inconsistent keyboard, video, and mouse devices to communicate with the servers 14. 

One of the earliest types of KVM switches known is described in U.S. Patent No. 
5,732,212, Perholtz et al. System and Method For Remote Monitoring and Operation of Personal 
Computers. Perholtz describes remote KVM switching via the telephone network and local 
switching via a daisy-chain network of computers. Perholtz describes the use of a host system 
communicating via the telephone network with a workstation to gain motherboard access to a 
selected computer. In other words, Perholtz discloses that the remote user can reboot, cold boot, 
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and perform other functions that might otherwise require local motherboard access, when the 
remote user employs the host unit to gain the motherboard access. 

The present invention provides a significant improvement over traditional KVM switches 
and remote access KVM switches by providing KVM access— without traditional scaled KVM 
5 switches per se and without a traditional remote access unit~to iany number of servers on a 
network, together with motherboard access to those servers. In traditional network access 
systems, the workstations and servers communicating via the network exchange keyboard, video 
and mouse command data between one another, usually in the form of packeted information. 
Thus, in traditional systems like the commercially available PC Anywhere and other such remote 

10 systems, one can access a server via the telephone network, the Internet, etc., and gain keyboard, 
video and mouse access to the server. However, users of such traditional systems cannot gain 
access to the numbers of servers that may exist on, for example, a corporate LAN or Internet, 
while also gaining motherboard access to those servers. In other words, in the past, the user 
could choose traditional KVM switches that provided motherboard access but had limitations on 

15 practical scalability or could choose remote access switches which provided access to vast 
numbers of servers, but failed to provide direct motherboard access. 

The present invention solves both of the above problems by allowing any numberrof :v 
workstations to gain keyboard, video and mouse access to any number of servers on a corporate 
network, the Internet, or other network in a relatively simplified structure. In accordance with 

20 the preferred embodiment of the present invention, a number of servers communicate over a 
corporate network, with the keyboard, video and mouse ports of the various servers connected 
via a cable to respective converter boxes. The converter boxes also communicate with a 
maintenance network, onto which the various user workstations also communicate. In 
accordance with this embodiment, when a user of one of the workstations desires to access one 

25 "~ of the servers, the user workstation communicates via the maintenance network to a 

corresponding converter for the desired server to gain motherboard access to that desired server. 
The user can then employ the server to communicate with other servers via the corporate 
network. 



30 



Although reference herein is made to converter "cores" and/or "units" one can appreciate 
that the converter described herein need not be a "box" or a "unit," but can be a computer card, 
server card, or can be otherwise incorporated into any system component. . 
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In the prefeired embodiment of the present invention, any number of users can 
communicate on the maintenance network and any number of servers can communicate on the 
corporate network such that any one of the users can communicate with any one of the servers 
and all of the servers can communicate one with another, without traditionally scaled KVM 
5 switches and without traditional KVM remote access devices, yet retaining full motherboard 

access. The preferred embodiment thus provides essentially unlimited scalability while allowing 
each user to gain motherboard access to any one of the associated servers. 

In alternative embodiments, securities procedures are employed to limit motherboard 
access to certain or all of the servers by certain or all of the workstations. 

10 In other alternative embodiments, the corporate network and the maintenance network are 

not independent networks, but are a common network. 

In still further embodiments, the converters are not independently assigned to each server, 
but service one or more servers. 

In still alternative embodiments, the maintenance network and the corporate network are 
15 bridged together. 

BRIEF DESCRIPTION OF THE DRAWINGS 

These, as well as other objects and advantages of this invention, will be more completely 
understood and appreciated by careful study of the following more detailed description of a 
presently preferred exemplary embodiment of the invention taken in conjunction with the 
20 accompanying drawings, of which: 

Figure 1 is a schematic representation of a prior art corporate network; 
Figure 2 is a schematic representation of prior art KVM switches; 

Figure 3 is a schematic representation of a preferred embodiment of the present invention; 
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Figure 4 is a schematic representation of the system of Figure 3 with Internet and server 
management features; 

Figure 5 is a schematic representation of an example alternative embodiment of the 
present invention; 

5 Figure 6 is a schematic block diagram of a KVM to LAN conversion card; 

Figure 7 is a schematic block diagram of an example server and converter in accordance 
with the present invention; 

Figure 8 is a schematic representation of an alternative example of the present invention; 

Figure 9 is a schematic representation of another example embodiment of the present 
10 invention; and 

Figure 10 is a schematic representation of an example converter in accordance with the 
present invention. 

DETAILED DESCRIPTION OF THE PRESENTLY PREFERRED EMBODIMENTS 

Figure 3 illustrates a corporate LAN 10 onto which servers 11-13 communicate with one 
15 another. The corporate LAN 10 is a typical LAN and the servers 11-13 are common, over-the- 
counter servers, as depicted in the prior art Figure 1 . 

In accordance with the present invention, each server 1 1, 12 13 communicates with a 
converter 21, 22, 23, which in turn communicates over a maintenance network 20. User 
workstations 25, 26, and 27 also communicate onto the maintenance network 20, including 
20 communicating with the converters 21, 22, and 23. 

Although Figure 3 illustrates 3 servers, 3 converters, 3 workstations, and 2 networks, the 
present invention is not limited to a particular embodiment shown in Figure 3 and may envision 
more or less of the components shown. It is preferable to use separate converter units 21-23, thus 
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allowing servers 1 1-13 to be over-the-counter, unmodified servers. But, it is equally valuable to 
incorporate the converters 21-23 into the servers 1 1-13, as for example, computer plug-in cards. 

The converters 21, 22, and 23 act as intermediaries between the servers 11-13 and the 
maintenance network 20. The intermediary converters 21-23 thus allow the servers 1 1-13 to be 

5 typical, standard servers that can be purchased over-the-counter, such as (but not limited to) any 
typical PC. The converters 21-23, in the preferred embodiment, are cable connected to the 
servers 1 1-13 in a one-to-one correspondence. Converter 21, for example, connects to server 11, 
converter 22 connects to server 12, and converter 23 connects to server 13. In accordance with 
this embodiment of the present invention, each server on the corporate network 10 (which may 

10 exceed those shown in Figure 3) has an associated converter (or at least communicates with a 
shared converter) before communicating to the maintenance network 20. 

In one embodiment, the converter 21 can take the form of a well-known KVM switch, 
modified to convert KVM signals into a LAN protocol. One example of such a switch is 
described in U.S. patent application no. 09/379,576 to Pinkston, which is incorporated herein by 
15 reference. Thus, the converter 21, for example, connects to the server 1 1 just as a traditional 
KVM switch would connect to a PC in Figure 2. That is, the converter 21 connects via a 
hardwire cable to the keyboard, video, and mouse ports of the server 1 1 such that the converter 
21 has direct motherboard access to the server 1 1 just as if the keyboard, video, and mouse used 
by the selected user workstation 25-27 were directly connected to the selected server. Between 
20 the converter 21 and the maintenance network 20 is a network card that allows the converter 21 
to convert signals received from the maintenance network 20 into the keyboard, video, and 
mouse signals desired by the server 11. Similarly, the converter 21 takes keyboard, video, and 
mouse signals from the server 1 1 and packets them (or otherwise formats them) into a data 
protocol acceptable for the maintenance network 20. 

The user workstations 25-27 communicate with the various converters 21-23 via the 
maintenance network 20. In the preferred embodiment, the maintenance network 20, as shown in 
Figure 3, is an entirely different network than the corporate network 10. The maintenance 
network 20 may operate under the same protocol as the corporate network 10, but need not do so. 
Thus, the maintenance network 20 and corporate network 10 may each follow Ethernet, LAN, 
30 ATM, wireless, CAT-5, TCP/IP protocols, or any other kind of data network connects or 
protocol that permits devices to communicate one with another. 



25 
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When a user workstation for example workstation 25, needs to communicate with a 
server, for example server 13, the workstation 25 sends data onto the maintenance network 20 
destined for the converter 23. The converter 23 has an assigned device address on the network 
20, just as would the workstation themselves. Most often, the data submitted from the 
5 workstation 25 to the converter 23 will be workstation inputs from the keyboard and mouse (or 
other input) devices of the workstation 25 to be used to control the selected server 13. The 
workstation directs the data to the converter 23 via standard network data addressing 
commensurate with the address protocols dictated by the maintenance network 20. The 
workstations 25-27 thus include network cards to link the workstation 25-27 to the maintenance 

10 network 20. The network cards assist in the addressing of data onto the maintenance network 20 
for the desired converter 21-23. Once the workstation 25 sends keyboard and mouse data to the 
converter 23, the converter 23 takes the data from the maintenance network 20, converts it to a 
standard keyboard mouse protocol in the format required by the server 13 and provides those 
signals to the respective keyboard and mouse ports of the server 13. In the end, the user 

15 workstation 25 has direct access to the server 13 just as if those keyboard and mouse devices of 
the workstation 25 were directly connected to the server 13. 

In the opposite direction, in most cases, the converters will be packeting sending digital 
video data from the server 13 to the workstation monitor via the network 20. ; 

Although described in the preceding paragraph in unidirectional fashion, communication 
20 between converter 2-3 and workstation 25 is bi-directional. Keyboard and mouse command data 
is sent, for example, from server 13 to converter 23 to workstation 25 to set mouse sensitivity, 
keyboard lights, etc. Video commands are also sent, from time to time, from the monitor of 
workstation 25 back to the server 13 via the converter 23. 

The converters 21-23 will perform all the necessary intermediary steps required for any of 
25 the workstations 25-27 to communicate with any of the servers 11-13. That is, the converters 21- 
23 will respond during boot-up to the servers 11-13 with the appropriate keyboard, video, and 
mouse initiation responses required by the server 1 1-13 in order to bluff the respective servers 
into believing that a proper keyboard, video, and mouse peripheral is connected thereto. 
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From a study of Figure 3, one can see that any number of workstations 25-27 (only 
limited by the number which can be maintained by maintenance network 20) can communicate 
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with any number of servers 11-13 such that the Uy of the KVM s ig „a, switching is no, 
constrained by any panicuiar phys.cal requirements of a KVM switch. 

It should he noted that the corporate nerwork 10 is shown in F, g ure 3 for 
purposes oniy ana is not mqu.red hy the present tnvention. In the modem en_nt, however, 
most servers 1.-13 now communicate with one anorher over a corporate nerwork 10. 

Hgure 4 iHusrrares the embodimen, of Figure 3 with added fearures, permitting .he users 
25 . 2 7 to communicate via the Inremer 28. In the embodimen. o, Figure 4, rhe marnrenance 
network 20 has communicating <here.o a g a.eway/f.rewal, 29, which connects .he user 

,0 can he replaced by the In.erne, 28 such ma, the maintenance nerworR 20 commun.cates 
the Internet 28, as do each of the servers 11-13. 

A1S o shown in F.gnre 4 ,s a management server 30 —caring wi.h — n apce 
network 20 whteh ai.ows a network manager ,0 manage the maintenance network 20 and 
c ommu„,ca.e wirh each of .he devices attached to the maintenance network 20. 

Figure 5 iUus.ra.es an aI.en.aUve embodiment .o .he embodtmen, shown in Figure 3. In 
Rg ure 5 he corpora, network 10 provides a network backbone for commun.ca.ion by a number 
«3,Inmeembodi m en t ofF,gure 5 ,eig, servers, —r A-er Ham sown 
commumcadngwithanSx. convened. The 8 x 1 convener 32_ 
maintenance nerwork 20, which eommunica.es with me workstauons 25-27 (F.gum . 
, difference between F.gure 5 and Figure 3 is .ha. ,e converter 32 rep aces a numbe oF 
independent conveners 21-23 (for example, F.gnre 3). When a — 25-2 7 nee* 

inf orma,ion to me servers, Ih. 8 x I convener 32 picks up .he data for a,, etghr ^ 
3cpara.es .he data .0 the appropnare pons for each of .he servers, server A-server a n h v« 
5 re pecdve KVM data to .he appropriate serve, destined for me appropnate serve, Thus, me 

network 20 and convens ir in.o KVM signa, data for .he KVM pons of a ™- ~ 
deiivers da, received from .he maintenance nerwork 20 .o any one o, rhe etghr drfferen. servers. 
O, course, other scalability factors (beyond 8 x 1) can be emp.oyed for convener 32. 
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The schematic structure of the server and converter will now be described with respect to 
Figure 7. In Figure 7, the server 41 is shown including a motherboard 42, a network card 43, and 
a video card 44. Of course, other server components will be included in the server 41, which are 
not shown for purposes of brevity. The server 41 can be a standard PC with a network PCI card 
5 allowing the PC 41 to communicate via the network 35. The network 35 can be a LAN or other 
network and can follow the Ethernet, IP/TCP or other data protocol, without restriction. As is 
well-known, the server 41 will receive keyboard and mouse instructions from a keyboard and 
mouse connected to its keyboard and mouse ports at the motherboard 42 and can process those 
instructions using a processor on the motherboard to create appropriate data signals which are 

10 sent onto the network 35 via the network card 43. Further, the motherboard 42 can respond to 

the keyboard and mouse signals via a video processor, which communicates video refresh signals 
from the video card 44 to a video port. In the present invention, the converter 47 connects 
directly to the video, keyboard and mouse ports of the server 41. In particular, the video port 
from the video card 44 of the server 41 connects into a video port 45 of the converter 47. 

15 Similarly, keyboard and mouse ports of the server 41 (which connect directly to the motherboard 
42), connect to keyboard and mouse ports 46 of the converter 47. If the converter 47 is of the 
type shown in Figure 5 (for multiple servers) then the converter 47 will also include KVM ports 
48... 49 for n number of servers. 

The converter 47 also communicates via a network card in the converter 47 (not shown) 
20 to the maintenance network 20 via network connection 50. The maintenance network 20 can be 
a LAN, Ethernet, ATM, IP/TCP, wireless, CAT-5, etc. The connection 50 and converter 47 
network card will correspond to whichever network protocol is employed for network 20. 
Communicating with the maintenance network 20 is at least one workstation 51, and probably 
additional workstations (not shown). 

25 As can be seen in Figure 7, the converter 47 acts as an intermediary between the 

workstation 51, which communicates with the converter 47 via the maintenance network 20, and 
the motherboard 42 of the server 41. The converter 47 can be the 

so-called "Keyview IT product commercially available from Cybex Computer Products of 
Huntsville, Alabama, and described in U.S. Patent Application No. 09/401,501 entitled "System 
30 and Method for Accessing and Operating Personal Computers Remotely," filed September 22, 
1999, the entire disclosure of which is incorporated herein by reference. Because the converter 
47 connects directly to the keyboard and mouse ports of the server 41 , it has motherboard access 
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to the motherboard 42 of the server 41. The converter 47 thus can cause the motherboard 42 to 
perform cold boots and other functions which can be accomplished only via direct motherboard 
access Thus, the embodiment of Figure 7 allows the workstation 51 to perform functions at the 
motherboard 42 that the workstation 5 1 could not perform if it were simply connected to the 
network 35 and communicating with the motherboard 42 via the network card 43 and PCI bus of 
the server 41. 

Thus the presen. invention differs substantially from traditional remote access devices 
which communicate with a server via a server network card, server modem, etc., since such 
traditional systems do not gain the d,rect motherboard access that the computer of the presen. 
invention gains through the keyboard and mouse server ports. 

As can be seen in Figure 7, the server 41 can be a standard, over-the-counter server with a 
standard motherboard 42, standard video card 44 and standard keyboard and mouse ports. 
Further, me workstation 5 1 can be any type of workstation, including workstation types that may 
not be compatible with a selected server 41 . Thus, by way of example only, the workstation 5 
can be a Sun-type workstation and the server 41 can be a PC-server and the converter 47 w,U 
provide the necessary conversions to allow the workstation 51 to communicate with the server 
41 The converters in the embodiment of Figure 7 thus provide the convenience of allowmg 
users to employ over-the-counter workstations 51 with over-the-counter computers 41. 

Alternatively, the converter functions of the converter 47 can be incorporated into a 
server 41 That alternative embodiment, however, requires the server 41 to be cs.om.zed to 
include the converter 47 hardware and software. Thus, the presen. invention can be embodmd .n 
.he situation where me server is a s.a„dard over-,he-coun«er server witir an ex.emal converter 47, 
or where the server 41 is customized to include a converter card having the features of me 
converter 47 providing direct motherboard access, or where .he converter functions am employed 
elsewhere in the server of the system. 

The presen. invention is also different from pnor art server cards 36 (Figure 6) which 
receive keyboard and mouse commands 39 and video commands 40, and convert those 
commands into network packets for delivery on.o a network 35. As shown in Figure 6, some 
pnor m systems accept keyboard and mouse data 39, packetize drat data in a packetizauon 
function 37 arm deliver the packeted keyboard mouse commands on.o a ne.work 35. Such server 
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cards 36 can also accept video 40 into a video-to-command conversion unit 38 which converts 
the video signals into command types (such as draw a line from X Y coordinate to XI Yl 
coordinate), which commands are packetized in packetization function 37 and delivered on the 
network 35. In contrast, the present invention, an example of which is shown in Figure 7, takes 
5 digital video directly from the video port 47 into the network port 50, to the monitor of the 

workstation 51 via the maintenance network 20, and provides direct motherboard access by the 
workstation keyboard and mouse via the keyboard and mouse port 46 to the motherboard 42. 
Alternatively, the present invention can take digital video directly from a video frame buffer of 
the server. 

10 Further, with respect to converter 47, since the converter 47 receives raw video at the 

video port 45, the converter 47 can convert video resolutions of the server 41 to match the 
resolutions required by the monitor at the workstation 51. The converter 47 thus provides scaling 
and resolution conversions to the video 45 in addition to packetization of the raw video data for - 
transmission onto the maintenance network 20. 

15 Figure 10 illustrates an example converter in more detail. In Figure 10, the video #1 : 

signal and the K/M #1 signal from the video, keyboard and mouse ports of a serverenter the 
converter 100 at 101 and 102. The converter 100 may optionally include a 1 x N converter 1 10 r 
(such as is described with respect to Figure 5) such that KVM #2, KVM #3... KVM #N signals 
can communicate with X number of servers and provide those signals to the network 20. The 

20 converter 100 receives the video signal from the server (for example server 1 1 in^Figure 4) at 
video port 101 and provides it to video input circuitry 103. The video input circuitry 103 may 
include amplifiers, conditioners, and other associated circuitry for video interfacing (as an 
alternative embodiment, the converter 100 can be incorporated into server 11 and take video 
signals directly from the server video frame buffer). The video input circuitry 103 provides the 

25 raw video data to a scaling resolution element 104: There, the raw video is scaled and resolved 
in accordance with the monitor used by the workstation (25-27) that will receive the raw video 
data from the network 20. The scaling and resolution circuitry 104 may be in accordance with 
that described in U.S. Patent No. 5,917,552, Video Signal Interface System Utilizing Deductive 
Control (Leone), commonly owned (which is incorporated herein by reference). 

30 Next, the raw video is packeted at digital video packeting element 105. This digital 

packeting can be performed in accordance with U.S. Patent Nos. 08/909,924 by ODryna et al., 
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(filed August 12, 1997) and 09/100,582 by O'Dryna et al. (filed June 19, 1998), both commonly 
owned, both of which are incorporated herein by reference. 

The keyboard and mouse signals come through on the K/M #1 line to converter port 102. 
As described previously, the keyboard and mouse connections provide direct access to the 

5 motherboard of the server. The keyboard and mouse port 102 connects to the keyboard mouse 
I/O 108 which condition signals to and from the server 1 1 keyboard and mouse ports. The 
keyboard and mouse signals then proceed to the keyboard mouse conversion element 107 where 
appropriate conversions are performed to ensure that the keyboard and mouse signals from the 
workstation and the server are consistent in format. Keyboard and mouse signals are packeted ,n 

10 element 106. 

The converter 100 also includes elements communicating with the video I/O 103 and 
keyboard and mouse I/O 108 to answer command instructions provided by the server, for 
example at server boot-up. These instructions could include for example mouse protocols, 
keyboard standards, and monitor resolutions, etc. 

Once the raw digital video is packeted at element 105 and the keyboard mouse signals are 
packeted at element 106, they are provided to the network card 109, which sends the packets 
onto the network 20, addressed to the appropriate workstation 25-27, etc. 

Some elements of converter 100 have been omitted from Figure 10 for purposes of 
brevity but one can recognize that converter 100, to the extent not specifically shown in Figure 
10, otherwise operates in accordance with traditional KVM switches, such as are commeraahzed 
by Cybex as Autoview and xP series switches. 

Figure 8 illustrates an alternative embodiment of the present invention in which the 
corporate network 10 and maintenance network 20 have been combined into a single network 80. 
As can be seen in Figure 8, the workstations 87 and 88 communicate with the network 80, as do 
servers 81, 83, and 85, to which the workstations may gain KVM control. When the servers 81. 
83 and 85 communicate with each other over the network 80, they do so by addressing each other 
directly over the network 80. Workstations 87 and 88 can also communicate with the servers 
directly by addressing data to the server themselves. When, however, the workstations 87 and 88 
need further control over the servers 81, the workstations address the converters 82, 84 and 86 
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and the converters in turn transfer the keyboard, video, and mouse information to the associated 
server directly to the motherboards 89 ? 90, and 91. 

Thus, in Figure 8, if workstation 87 needs to control server 83, the workstation 87 would 
address the converter 84 at IP address D by sending keyboard, video and mouse information from 
5 its own IP address G to the IP address D of converter 84. The embodiment of Figure 8 assumes 
an Internet protocol type data structure on the network 81, but of course other data protocols may 
be substituted therefore. Once the workstation 87 sends KVM data to the converter 84, the 
converter 84, which has hardwire connection to the motherboard 90 of server 83 via the keyboard 
and mouse ports of the server 83, provides the keyboard and mouse information to the 
10 motherboard 90 and the video information to the video card of the server 83 (not shown). 

A still further embodiment of the present invention is shown in Figure 9 in which 
network 10 and maintenance network 20 have associated servers 93 and 94 with associated <~ 
converters 95 and 96 communicating therebetween. Workstation 97 communicates on 
maintenance network 20 and controls servers 93 and 94 via the converters 95 and 96, as 

15 described in detail above. In the embodiment of Figure 9, however, bridge 92 connects network 
10 and maintenance network 20, thus effectively tying network 10 and network 20 into a 
common network structure. In Figure 9, the maintenance network 20 remains independent ofcthe 
network 10 and yet the workstation 97 can still access server 93 and server 94 directly via bridge 
92. The embodiment of Figure 9 also provides the advantage of allowing the workstation 97 to 

20 get direct motherboard access to the servers 93 and 94 via converters 95 and 96, without 
employing the bridge 92. 

While the invention has been particularly shown and described with reference to 
embodiments thereof, those skilled in the art will understand that the foregoing and other 
changes in form and detail may be made therein without departing from the spirit and scope of 
25 the present invention. 



WO 01/84291 

WHAT IS CLAIMED IS: 



14 



PCTAJSOO/16972 



1 . A converter operatively linking a server in a multiple server network to a workstation 
in a multiple workstation network, comprising: 

a device interface coupled to a standard device port of the server and providing direct 
motherboard access to the server through the device interface and the device port; 

a network interface providing network access to the multiple workstation network; and 
a data converter to bi-directionally communicate data to and from the server and any 
workstation on the multiple workstation network by: 1) retrieving incoming data from the 
network addressed to the network interface, and applying the incoming data to the device 
interface according to a standard device protocol suited for the server, and 2) sending outgoing 
data from the device interface to the network addressed to a workstation on the multiple 
workstation network according to a workstation network protocol. 

2. A system as in claim 1, wherein the incoming data prompts the server to communicate 
with another of the multiple servers on the multiple server network. 

3. A system as in claim 1, wherein the device interface is one from the group consisting 
of: a keyboard and a mouse interface. 

4. A system as in claim 1 , wherein the converter applies the at least some of the 
incoming data directly to the motherboard via the standard device port. 

5. A system as in claim 4, wherein the converter permits motherboard access by any of 
the plurality of workstations to the server via the standard device port. 

6. A system as in claim 1, wherein the converter permits motherboard access by only pre- 
designated ones of the plurality of workstations. 

7. A system as in claim 1 wherein: 

the converter operatively links a number of servers in the multiple server network to the 
workstation in the multiple workstation network, 
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the device interface couples to a standard device ports of each of the number of servers 
and provides direct motherboard access to each server through the device interface and the device 
ports; and 

the data converter bi-directionally communicates data to and from any of the number of 
servers and any workstation on the multiple workstation network by: 1). retrieving incoming 
data from the network destined for selected ones of the number of servers, and applying the 
incoming data to the device interface and to corresponding ones of the device ports for the 
selected servers in accordance with standard device protocols suited for the selected servers, and 
2) sending outgoing data from any of the servers via the device interface to the network 
addressed to a workstation on the multiple workstation network according to a workstation 
network protocol. 

8. A system as in claim 1 , wherein the converter further includes a video interface 
coupled to a standard video device port of the server, and said data converter communicates 
packeted video via the standard video device port to the workstation network. 

9. A KVM converter linking at least one server in a first network of servers to at least 
one of a plurality of KVM workstations in a second network of KVM workstations, comprising: 

a keyboard interface coupled to a keyboard port of the server and providing direct 
motherboard access to the server through the keyboard interface and keyboard port; 

a mouse interface coupled to a mouse port of the server and providing direct motherboard 
access to the server through the mouse interface and mouse port;' 

a video interface coupled to a video port of the server to interface with a video processor 
of the server; 

a workstation network interface providing network access to the second data network of 
KVM workstations; and 

a data converter to bi-directionally communicate KVM information to and from the one 
server and the second data network, said converter communicating said KVM information to and 
from the second data network according to a local network protocol and communicating the 
KVM information to and from corresponding ones of the keyboard, mouse and video interfaces 
according to selected keyboard, mouse and video protocols suited for the one server. 
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the workstation network interface has a unique device address on the second data 
network, such that any of said KVM workstations communicate with the one server through the 
KVM converter by addressing KVM information to the unique device address. 

1 1 . A system as in claim 9, further including: 

a video packeting facility to receive digital video data from the one server and to packet 
the digital video data according to the local network protocol. 

12. A system as in claim 9, further including: 

a scaling and resolution facility to receive digital video data from the one server via the 
video interface and scale a resolution of the digital video data from the one server to a resolution 
of a monitor associated with said KVM workstation. 

13. A system as in claim 9, further including: 

■ a scaling and resolution facility to receive digital video data from the one server via the 
video interface and scale a resolution of the digital video data from the one server to a resolution 
of a monitor associated with said KVM workstation; and 

a video packeting facility to receive the digital video data from the scaling and resolution 
facility, to packet the digital video data according to the local network protocol, and deliver the 
packeting digital video data to the workstation network interface. 

14. A system as in claim 9, wherein: 

the data converter further receives the KVM information from the second data network 
according to the local network protocol and separates the KVM information into keyboard 
signals destined for the keyboard interface according to a selected keyboard protocol suited for 
the one server and mouse signals destined for the mouse interface according to a selected mouse 
protocol suited for the one server. 

15. A system as in claim 9, wherein: 

the data converter receives the KVM information from the second data network including 
a cold-boot command sequence and provides said cold-boot command sequence directly to the 
motherboard of said server via at least one of the keyboard and mouse interfaces. 
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16. A system as in claim 9, wherein: 

the data converter receives the KVM information from the second data network including 
a command requiring direct access to the motherboard, and provides said command directly to 
the motherboard of said server via at least one of the keyboard and mouse interfaces. 

17. A method of linking at least one server in a first network of servers to one of a 
plurality of KVM workstations in a second network of KVM workstations, comprising the steps 
of: 

coupling through a keyboard interface to a keyboard port of the server to provide direct 
motherboard access to the server through the keyboard interface and keyboard port; 

coupling through a mouse interface to a mouse port of the server to provide direct 
motherboard access to the server through the mouse interface and mouse port; 

coupling through a video interface to a video port of the server to interface with a video 
processor of the server; 

providing network access to the second data network of KVM workstations though a v 
workstation network interface; and • ■*• 

bi-directionally communicating KVM information to and from the one server and the 
second data network though a data converter, said converter communicating said KVM 
information to and from the second data network according to a local network protocol and - ' 
communicating the KVM information to and from corresponding ones of the keyboard, mduse 
and video interfaces according to keyboard, mouse and. video protocols suited for the one server. 

18. A method as in 17, further including: 

assigning the workstation network interface a unique device address on the second data 
network, said KVM workstations communicating with the one server through the KVM 
converter by addressing KVM information to the unique device address. 

19. A method as in claim 17, further including: 

at the converter, receiving digital video data from the one server and packeting the digital 
video data according to the local network protocol. 



20. A method as in claim 17, further including: 
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at the converter, receiving digital video data from the one server via the video interface 
and coordinating a resolution of the digital video data from the one server to a resolution of a 
monitor associated with said KVM workstation. 

21. A method as in claim 20, wherein the coordinating step further includes: 
scaling the digital video data. 

22. A method as in claim 17, further including: 

receiving digital video data from the one server via the video interface and coordinating a 
resolution of the digital video data from the one server to a resolution of a monitor associated 

with said KVM workstation; and 

receiving the digital video data after said coordinating, packeting the digital video data 
according to the local network protocol, and delivering the packeting digital video data to the 
workstation network interface. 

23. A method as in claim 22, wherein the coordinating step further includes: 
scaling the digital video data. 

24. A method as in claim 17, further including: 

receiving the KVM information from the second data network according to the local 
network protocol and separating the KVM information into keyboard signals destined for the 
keyboard interface according to a keyboard protocol suited for the one server and mouse signals 
destined for the mouse interface according to a mouse protocol suited for the one server. 

25. A method as in claim 17, further including: 

receiving the KVM information from the second data network including a cold-boot 
command sequence and providing said cold-boot command sequence directly to the motherboard 
of said server via at least one of the keyboard and mouse interfaces. 

26. A method as in claim 17, further including: 

receiving the KVM information from the second data network including a command 
requiring direct access to the motherboard, and providing said command directly to the 
motherboard of said server via at least one of the keyboard and mouse interfaces. 
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a first data network transporting data according to a first data protocol; 
a plurality of servers communicating with each other over the first data network, each of 
said servers including: 

a motherboard with a main processor for performing primary server operations; 
a user input device port for receiving standardized user input device signals and 
delivering the user input device signals directly to the motherboard; and 

a first network interface facility to coordinate communication between the 
motherboard and the first data network; 

a second data network transporting data according to a second data protocol; 
a plurality of workstations each including: 
a user data input device; 

a second network interface facility to coordinate communication between the 
second data network and the user data input device and video monitor; and 

at least one converter also having a second network interface facility and 
providing bi-directional communication between the user input device port and the second, 
data network. 

28. A system as in claim 27, wherein: 

the servers each include video processors to provide computer video information; and the 
workstations include a video monitor, said converter also providing communication of said , 
computer video information to said video monitor via said second data network. 

29. A system as in claim 27, wherein: 

the first and second data networks are the same. 

30. A system as in claim 27, wherein: 

the first and second data networks are independent networks. 

31. A system as in claim 27, wherein: 

the first and second data protocols are the same. 



32. A system as in claim 27, wherein: 

the first and second data protocols are different. 
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33. A system as in claim 27, further including: 

an Internet server communicating with the second data network and providing Internet 
access for the plurality of workstations. 

34. A system as in claim 27, further including: 
a plurality of converters. 

35. A system as in claim 34, wherein: 

the plurality of converters are provided in one-to-one correspondence to the servers. 

36. A system as in claim 34, wherein: 

the plurality of converters are provided in one-to-n correspondence to the servers, where n 
is an integer. 

37. A system as in claim 27, wherein the standard user input device signals for each 
server follows a user input device standard assigned from a group of available user input device 
standards, and wherein the converter emulates an appropriate user input device standard for each 
server during a boot-up operation of each server. 

38. A system as in claim 37 wherein the converter further converts workstation input 
device signals received from any of the workstations via the second data network to the 
appropriate user input device standard for a selected server. 

39. A system as in claim 28wherein the converter further scales and resolves the 
computer video information received from a selected server to an appropriate video standard 
assigned to a video monitor of a selected workstation. 

40. A system as in claim 27 wherein: 

each of said plurality of workstations has communication to each of said plurality of 
servers by sending addressed user input signals from the user data input device of the 
workstation, through the second network interface of the workstation, to the second data network 
where a converter associated with the selected server retrieves the user input signals through the 
second network interface of the converter, converts the user input signals into the standardized 
user input device signals and delivers the user input device port of the server for retrieval directly 
by the motherboard of the server. 
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41. A system as in claim 28 wherein: 

each of said plurality of servers has communication to each of said plurality of 
workstations by sending addressed digital computer video signals from the video processor of the 
server to the converter where the video signals are conditioned for the monitor of a selected 
workstation, said converter placing the conditioned video signals through the second network 
interface of the converter onto the second data network, where they are retrieved by the second 
network interface of the selected workstation and provided to the monitor of the selected 
workstation. 



WO 01/84291 



PCT/US00/16972 



1/8 



Corporate Network (LAN/WAN) 10 




•11 



Server 
B 



12 



Fig. 1 

(Prior Art) 



Server 
C 



-13 



Corporate Network (LAN/WAN) 10 



Server 
A 



Server 
B 



Server 
C 



Server 
D 




Server 
F 



14 



KVM Switch il 




SUBSTITUTE SHEET (RULE 26) 



WO 01/84291 



2/8 



PCT/USOO/16972 



Corporate Network (LAN/WAN) 10 



Server 
A 



11 



Server 
B 



12 



Converter --21 



Converter 



■22 




-25 



Maintenance 
Network 20 



26 



27 




Fig. 3 



SUB STITUTE SHEET (RULE 2B) 



WO 01/84291 



3/8 



Corporate Network (L ANAV AN) 1 0 





Server 
C 



13 



Converter 



Maintenance 
Network 20 



-23 



27 




Fig. 4 



Corporate Network (LAN/WAN) 10 



Server 
A 



Server 
B 



Server 
C 



Server 
D 



Server 
E 



Server 
F 



Server 
G 



Server 
H 



31 



8x1 Converter 



32 



Tv/T<,;nf P n a nrR Network 20 



Fig. 5 



SUBSTITUTE SHEET (RULE 2S) 



WO 01/84291 



PCT/US00/16972 



4/8 



Network (LAN, IP/TCP, etc.) 35 



K/M Packets 

Video Command Packets 



Packetization 
Server Card 


/""~ 37 
Video Commands 


Video-to- 

Command 

Conversion 




36 


K 

3 


/M . Vi 
9 < 


deo 
K) 



Fig. 6 

(Prior Art) 



SUBSTITUTE SHEET (RULE 26) 



PCTAJSOO/16972 

WO 01/84291 



5/8 




SUBSTITUTE SHEET (RULE 26) 



WO 01/84291 



PCT7US00/16972 



6/8 



o 

oo 

1 

1 




CO 




< 



^1 [ 




ool 




U & 




CD \ 








U 













oo 



-o 

< 



=1 J 




























C/5 





SUBSTITUTE SHEET (RULE 26) 



WO 01/84291 



PCT/US00/16972 . 



7/8 



Network 10 





Server 


94 






Converter 

96 




Workstation 






97 







Fig. 9 



SUBSTITUTE SHEET (RULE 26) 



WO 01/84291 



PCT/US00/16972 



8/8 




SUB STITUTE SHEET (RULE 26) 



INTERNATIONAL SEARCH REPORT 



International application No. 
PCT/US00/16972 



| A. CLASSIFICATION OF SUBJECT MATTER 
1PC(7) :G06F 3/00 

US CL :710/38 rin^.fication (IPC) or to both national c lassification and IPC 
According to International Patent Classification " r 



B. FIELDS SEARCHED 

^^"-cnution searched (edification system followed by cla^ficauon symbols) 

U.S. : 710/38. 2. 131; 709/208 



| Documentation searched other than minimum documentation to 



the extent that such documents are included in the fields searched 



| Electronic data base consulted during the 
EAST 



international search (name of data base and, where practicable, search terms used) 



DOCUMENTS CONSIDERED TO BE RELEVANT 




A 
I A 

Ia 

| A 
A 



US 6,112,264 A (BEASLEY et al) 29 August 2000, all. 
US 6,070,253 A (TAVALLAEI et al) 30 May 2000, all. 
US 6,041,182 A (HART et al) 21 March 2000, all. 

US 5,732,212 A (PERHOLTZ et al) 24 March 1998, all. 

US 5,721,842 A (BEASLEY et al) 24 February 1998, all. 



Relevant to claim No. 



1-41 

1-41 

1-41 

1-41 

1-41 



r-n rJ.,, ^^inme^tTnuationofBoxC. Q See patent family annex 

L— J — ■ 77^ ~~~ liter document published after the 



Special categories of cited documents. 
docun,.n, deling <h. genera. ,»>.. of U>. an which ie no, conaidered 
to be of particular relevance 

.arlier document published on or af.er «l>e in.ema.ion.1 Win, date 
special reason (as specified) 

documcn. referring .o .n or.) diacloaure. u,e. exhibi.ion or our.r 
means 

docun.cn. published pnor .o d,e in.ema.iona. filing da.c bu. Ia,er .ban 
the priority date claimed — — — — 



the principle or theory underlying the invention 
when the document is taken alone 

document of particular relevance; the claimed Mention e^ol be 
being obvious to a person skilled in the art 

document member of the same patent family 



Date 



utv yw * v» ■ » j — • ^ 

of the actual completion of the international search 



Name and mailing address of the ISA/US 
Commissioner of Patents and Trademarks 
Box PCT 

Washington. D.C. 20231 
Facsimile No. (703) 305-3230 



Date of mailing of the international search report 



25 SEP 2000 



Authorized officer 

TOD KUPST^ 
Telephone No. (703) 305-2655 



Form PCT/1SA72IO (second sheet) (July 1998)* 



